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 The Risk Matrix is one of the useful tools in the process of risk management. Actually 

it enables us to find answers for control and education of the main risks of the project 

while recognizing them. The purpose of the project risk management is to increase the 

possibility of successfulness of the project; and this takes place through recognition and 
systematic evaluation of risks, using ways in order to reduce and eliminating them and 

maximizing the chances. Studying the literature of this study, we find out that there are 

noticeable shortages in the zone of evaluation and choice of risk reduction actions of 
projects. The related studies are generally implicit models that include general survey of 

untruth effects on projects and strategies for decreasing the risk level. In order to 

remove the told shortages, this study has introduced the internal and external risks of 
project and also the process of providing risk management matrix. 
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INTRODUCTION 

 

 Risk management is the process of documenting the final decisions and applying the criteria which can be 

used to reach risks to an acceptable level. According to the definition of project management guide, risk is an 

uncertain event which might affect at least one of the objectives of the project [1]. Risk management aims to 

increase the likelihood of success of the project through the systemic identification and evaluation of the risk and 

the presentation of some methods to avoid or reduce them and also maximize the opportunities [2]. Project risk 

management is one of the important areas of project management and some researchers have defined risk 

management as the project risk management. The risk management process is divisible into two main stages of 

risk assessment (including identification and risk analysis) and responding to them [3]. According to Conrow [4], 

all the steps in the risk management process have been equally important and the misconduct of any of the steps 

leads to the ineffective risk management. Effective risk management process begins with an effective assessment 

of risks and without doing this step, risk management is possible [5]. On the other hand, many scholars have 

insisted that identifying and assessing risks without responding is not useful [6]. Despite numerous publications 

on the subject of risk management, there is little information about its application in the real world [7]. 

 

Research Literature and Background: 

 Risk management science was raised in the Renaissance era in the sixteenth century. Since 1990, different 

models have been presented for managing project risks in order to increase their success [8]. With an overall 

vision, the project risk management process consists of two general stages of assessment and responding. Risk 

assessment consists of two parts of identification and risk analysis. The main methods of risk identification 

include brainstorming, reviewing documentations, Delphi method, checklists and hypothesis analysis. Risk 

analysis is done in two ways of qualitative and quantitative. Qualitative risk analysis usually involves evaluating 

the probability, impact and probability- effect matrix. In quantitative analysis, methods such as sensitivity 

analysis, expected monetary value analysis, decision tree by using the utility theory, simulation, cause and effect 

diagrams, influence diagrams, game theory, fuzzy theory and fault tree analysis are used [9] . The responding 

stage of risks includes the identification, evaluation and selection of answering measures.  A group of researchers 

have suggested graphical tools for selecting the risks answers. In these tools, the approximate area is identified for 

the response measure using a two-dimensional graph or matrix. These tools specify the response strategy scope 
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according to set criteria and some of which are presented below. Pini (2002) provided a chart of risk response 

from the probability-impact matrix based on the appeal of the decision maker [10]. After the formation of this 

chart, the strategy scope is determined in accordance with a specific instruction. Alkjaer and Felding (1999) used 

the probability-impact matrix   to select response strategies. In this method, considering the probability and 

impact of risk, risk area is identified and response strategies are determined. For example, risk removal strategies 

should be used for risks with high probability and high impact. Alkjaer and Felding introduced the forecast – 

influence matrix (control) to determine response strategies [11]. In this matrix, the two criteria of risk control and 

predictability are used to determine the response strategies. Some researchers identified response strategies using 

risk classification matrices. An example of this matrix is given by Data and Makhraji, which divided the risks into 

internal and external risks [12]. In this paper, we introduce and analyze the external risks and discuss their 

position at risk matrix.  

 

Project Risk: 

 Experiences show that projects contain strategic, technical, economic, and national elements and in achieving 

the predetermined objectives, they encounter some threats and opportunities in relation to the key elements of 

time, cost and quality. The origin of these threats and opportunities can be searched in a set of non-deterministic 

circumstances or uncertainties which have different origins such as technical, administrative, commercial, 

domestic and foreign issues. In this regard, the project risk is defined as follows [13].  

 The definition of project risk: uncertain event or condition that if occurs; it will positively or negatively affect 

the project goal. 

 

Classification of Project Risks: 

 In the literature on risk, various categories of risk have been proposed [14]. Here from the relevant 

authorities, three types of risk categories including risk type, risk class and risk category are recommended for the 

risks of a project.  

 Each risk of the project can be owned by a systematic schema of the project. This issue is the basis for 

defining risk classes as follows [15]: 

 

 Project risk:  

 This is an internal risk that is associated with corporate responsibilities within the project including risks 

related to resources specialized software and timing. Project risks are usually classified as controllable risks. 

 

 External risk: 

 This class of risk is one of the penetrating risks from the outside of the project, so that is not included in the 

main input and output scopes of the project system. For example, the natural disasters. The external risk is usually 

uncontrollable.  

 

 Consortium risk:  

 This class of risk is located between the internal and external risks because it is environmentally located 

outside of the project but is closely related to the components within the project. 

 

External risks of the project: 

 Extrinsic risk analysis in the initial steps of the project is quite remarkable, because in many cases 

eliminating them during a project is very difficult. Tracking external risks, they need to be explained with their 

special factors. Analysis guides these risks to understand the current and hidden changes in the external 

environment. External risks are important to the project as follows: 

 

 Technological risks:  

 Technological risks for the project manager can be interpreted as follows: Technical objectives that have not 

been achieved or an appliance, device or system that does not have a chance to reach the desired level. Figure 1 

shows the range of options that should be specified by the manager to be used in the project technology. When 

choosing a project, the manager must determine the location of his/her selected technology and also the 

associated risks.  

 

 Political risks:  

 David Moore states that for investment, political risk are dependent on political stability both inside and 

outside. A huge investor is required to review at least 15 -year policies, which mean that during this period three 

parliaments may emerge with different economic policies. Political instabilities in a country where governments 

are formed as a result of the change can even go a step further. Iran in 1973 was one of the most decisive 
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stakeholders and largest oil companies in the North Sea. But after the revolution, foreign companies collected 

their investments because of the high risks and left Iran.  

 

 

New technology for the new function 

 

High Risk 

 

 

 

 

 

Low Risk 

 

 

new technology old replacement 

 

 

foreign technology 

 

developmental growth 

 

artistic mode function 

 

Fig. 1: 

 

 Risks related to economic conditions:  

 Shen, Lee and Lau stated that the uncertain inflation rate affects the construction projects in terms of cash 

flow, cost of materials, and cost of salaries and so on. A forecast of the current trends is critical for industrial 

companies that have multinational competitors and foreign partners, in other words an analysis of the balance of 

payments and other funds and influencing factors in the evaluation may be required.  

 

 Risks related to the local situation:  

 The analysis of social environment requires a focus on the important aspects of social environment that are 

associated with specific projects. These aspects include comprehensive lifestyle and social values that the project 

is underway. Social analysis is helpful in understanding how local people think about social issues. It also helps 

the public acceptance of the project. On the other hand, there are projects that are not approved due to local 

opposition and will not be invested. For example, some local council may not allow foreign workers to work. To 

see which subject is influenced by the occurrence of risk could be the basis of risk classification as follows [17]:  

 

 Risks related to performance, purpose, quality and technical matters:  

 These risks affect the way projects are completed.  

 

 Time risk:  

 This risk will cause the time deviation of the project end point from the deadline. 

 

 Cost risk:  

 This risk ill cause the cost deviation of the project from the approved budget level. 

 

 Incremental risk:  

 This class of risks is not important; however concentrating them will create a significant risk.  

 

 Catastrophic risk:  

 His class includes risks that have individually significant effects on other risks. The occurrence chance of 

these risks is very low and the significance of these risks is very high.  

 

 Environmental, safety and health risk:  

 These risks will cause harmful effects on the environment of the project. 

 The classification of risks under the project, in terms of risk type depending on the size, type and condition of 

the project have the ability to generalize and are as follows: 

Technical risk: It includes technological risks, such as the risks of old methods of production. 

Human risk: It includes risks related to the human elements of the project.  

Financial risk: risks related to the project's financial system, such as statements and financial documents.  

Economic / politic risk: risks related to political and economic environment of the project. 

 Lack of support risk: Lack of support for the project stakeholders will lead to the unreasonable conduct of the 

project implementation towards the reduction of project objectives.  
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 Categories of project risks cannot be limited to the items listed above. For example, external risks can be 

predictable or unpredictable [18]. Also, based on the life of the project, the product life cycle of the project and its 

location are subject to the risks of each stage [19]. Risks can be also categorized depending on project-related 

business processes [20]. If we consider the classification basis as the position or type of uncertainty [18], the 

classification consists of active risk (risk and its effects are known), passive risks (risk is known, but its effects are 

unknown), and unknown passive risks (risk and its effects, both are unknown). 

 

Project Risk Management: 

  The aim of the project risk management is planning, organizing, directing and controlling the activities and 

processes of a project so that the positive impacts of opportunities will be maximized and negative impacts of 

threats will be minimized. Accordingly, the project risk management is defined as follows [13]:  

 It is a systematic planning process to identify, analyze, respond and monitor the project risks. This 

management includes the processes and tools that help the project manager for maximizing the likelihood of 

positive events and minimizing the likelihood of adverse events.  

 By applying the whole process of project risk management, it can be argued that the project manager masters 

the project uncertain conditions. According to Chapman and Ward [21] the main purpose of project risk 

management is improving project performance through the systematic identification, assessment and management 

of the project in relation to risk.  

 

Overview of Enterprise Risk Management Process: 

 In the literature, depending on the type and complexity of the project, several processes have been proposed. 

But most researchers consider this process to has five steps and the cyclic process is shown Figure 2   [22].  

 

 
 

Fig. 2: Systematic process of risk management. 

 

Risk Management Planning: 

 Similar to any systematic management, in risk management the objectives of the project risk management 

process should be agreed before embarking on the operational side and in this regard, the transparency of maps, 

review procedures and reporting results, etc. are necessary. In fact, this preliminary stage of the project risk 

management process is called risk context or project risk management planning.  

 

Steps of the risk management process and the preparation of risk matrix: 

 Risk identification: Risk identification is possible in the following ways:  

 Sample list of project risks 

 Personal knowledge and experience of the members of the group 

 Consultation with experts and people who have a good knowledge of the project and its environment. 

 Prioritizing risk factors: The importance of each of these factors will be determined through giving them 

weight.  Weighting can be done through several ways including brainstorming, organizing several meetings and 

current experiences.  

 Probability of the occurrence of the risk factors (Quantitative Risk Analysis):  Quantitative Risk Analysis is a 

way to estimate the probability of a number of factors. It includes statistical methods that are easily handled by 

specialized software. Risk response planning can be done in three steps mentioned above and doing the math 

calculations of risk matrix.  

 

Risk identification: 

 In this phase that is also called risk detection, the list of events that may occur and the list of possible causes 

and scenarios are prepared. There are many techniques for risk identification, such as brainstorming sessions, 



320                                                                        Zeinab Nouri et al, 2014 

Advances in Environmental Biology, 8(19) Special 2014, Pages: 316-322 

checklists, questionnaires and interviews, Delphi groups technique, dynamical systems, influence diagram, 

systems analysis techniques, systems analysis, analysis of threats, opportunities, weaknesses and powers , and 

cause and effect diagram. After identifying the risks, they should be structured. Project risk matrix is identified as 

a restructuring tool. It is suggested to put the risks in matrix elements based on class, type and category.  In 

other words, a matrix should be formed for each of the risk classes as shown in Table (1). Project risks can be 

traced throughout the project life and the life of the product. At one axis of this matrix, there is a set of risks (e.g., 

risk classes or risk type, etc.) and in the other axis there are the project lifetime or the lifetime of the product. In 

Tables (2) and (3), there are examples of this type of matrix. In the decision of these two matrices, the product or 

project lifetime column can be expanded based on the failure structure of activities at any appropriate and needed 

level. 

 
Table 1: Project Risks Matrix. 

 Project Risk Matrices Type of Risk 

Technical Humanities Economic / political 

Risk Class Project    

Consortium    

External    

 

Table 2: Matrix of project risks classes throughout the project life. 

Lifetime of the project / risk category Project risk External Risk Consortium   Risk 

The beginning of the Project    

Planning    

Implementation    

Control    

The end of the project    

 

Table 3: Matrix of project criteria risks during the product life. 

Lifetime of the product / risk class Time Risk Cost risk Quality Risk 

Design, procurement and purchase    

Structure of  components    

Assembly of sub-sets    

Mechanical assembly    

Functional Testing and Repair    

Final delivery    

 

Risk Management Matrix: 

 In order to have an overall view of the risks arising from the environment, as shown in Figure 1, a two-

dimensional matrix of risk management is required. As shown in Figure 3, the weight probability of instantaneous 

risks and external risks has formed two dimensions of this matrix. External risk dimension has been plotted based 

on many factors and described characteristics. Five characteristics that can be used include: technology risks 

(TE), political risk (PO), economic risk (EC), domestic risks (DC) and social risks (SO). The instantaneous risk 

dimension must be a combination of risks related to large complex projects, cognitive problems, and project 

management by foreign representative, and so on.  

 

Project Risk Management Matrix in Engineering: 
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Fig. 3: Internal Risk of the Project. 

 

  However, these external and instantaneous risks are not universal and can be added or removed depending 

on the project status of other risks. Each dimension is numbered from 0 to 100 and the total of 100 numbers is the 

weight given to the risk of that dimension. This 100-number figure is a suitable means for calculations and 

distributing a large number of risks and the likelihood of its occurrence may be very high. The risks combined on 
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a particular dimension are the total of probabilities of the appropriate dimensions. Mathematically, the total risk 

on each dimension is: 

 
Where x= total external risk or the total instant risk 

n= from 1 to any number of risks are different at each dimension. 

W= Weight assigned to each risk factor on a scale of 0 to 100. 

T= Total weight of all risks in 100 dimension 

 P= probability associated with the occurrence of risk. 

 When the unilateral responding effect the reactions, the fuzzy capability will be presented and used to reduce 

the probability of each of the stimuli. Translational studies for this purpose are: 

An= (W n) + (W n)*R                                                   (II)                                               

B n= (P n) + (P n)*R                                                      (III)  

N varies from 1 to the total number of risk for each dimension.  

A= Weight after introducing fuzzy 

B= probability after the introduction of fuzzy  

W= weights assigned to each risk factor on a scale of 0 to 100. Total weight of all the risks in each dimension is 

equal to 100.  

P= likely derived from the individual respinding is a risk factor.  

R= is a random number. 

Total risk in later, after the introduction of An and B n phase using the equation (I) is calculated as: 

T x=∑ A n B n 

 In order to interpret the overall risk in each dimension obtained from equation (1) each of the matrix into 

three sections: low, medium and high [16]. 

 

Risk Analysis: 

 Risk analysis includes the detection of risk factors that occur inherently in the process. In this phase, we 

should analyze the risks that have been identified in the previous phase. It should be noted that in risk 

management terminology, the two phases of risk identification and risk analysis are considered as the as risk 

assessment. It can be said that in an assumed risk model, at least 100 significant factors can be considered in the 

model. Certainly, considering objective measures is difficult for some of these factors and in these cases we 

consider subjective measures. These concepts lead to discussing two types of qualitative analysis and quantitative 

analysis of risk. In qualitative risk analysis, some Pareto charts, failure modes, effects analysis, probability matrix 

and similar techniques are used. In probability technique and risk impact, for each risk, according to the example 

of Table (4) forming a two-dimensional matrix called the matrix of risk [22], which includes both the risk and the 

effect of change or the result of, or strongly risk. Risk represents the chance of the event occurring and the 

severity of risk reflects the degree of risk effects or In other words, risk-related events or results, are placed in the 

context of the matrix as an indicator of exposure to risk.  

 
Table 4: Matrix of Risk Levels. 

Probability / impact Not important Less important Important Critical Catastrophic 

Rare L L M S S 

Improbable L L M S H 

Fifty-fifty L M S H H 

Likely M S S H H 

Almost certain M S H H H 

 

Sign L M S H 

Risk level Low Medium Important High 

   

 Quantitative Risk Analysis seeks to gauge the quantitative impact of identified risks on project objectives. In 

quantitative risk analysis, the probability of each risk and its impact on the project's goal will be numerically 

analyzed. For Quantitative risk analysis, tools such as multivariable statistical modeling, decision tree, dynamical 

systems, sensitivity analysis, simulation models, second moment analysis and analyses based on review technique 

and program evaluation are used. In any case, all quantitative techniques can be used to calculate the positive and 

negative effects of uncertainty because these techniques estimate the values of variables such as time, cost, and 

resource and so on.  

 

Conclusion: 

 Project risk management is an essential task of the project manager and the project team. Many project 

managers use a type of matrix based on decision-making process for the risk analysis and assessment. The most 

successful project managers establish open communication lines   throughout the project according to the needs. 
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Through the risk management in a project, the project manager and team become ensured that the project will be 

delivered on time and ultimately customer satisfaction will be gained. After identifying the risk of each 

institution, the effect of any damage should be studied on the institution and it needs to specify that firstly the 

damages are faced with probabilities and secondly specify their costs. The ultimate goal of risk management 

process and tools such as risk matrix is making optimal decisions to achieve project objectives.  
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